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COMPUTER FACILITY,
AIIMS, New Delhi

Date: 30.12.2024

Subject: General Advisory regarding fraudulent emails from fake IDs Impersonating the Director,
AlIMS

It has come to the attention of Computer Facility, AIIMS that several faculty members/employees of
AlIMS, New Delhi, have been receiving fraudulent emails purportedly sent from fake email IDs
impersonating the Director, AIIMS, New Delhi. These emails may attempt to extract sensitive information,
solicit financial transactions, or contain malicious attachments/links.

Accordingly, everyone is hereby informed that the official email ID of Director, AlIMS
is director@aiims.gov.in and all official communication from Director, AlIMS is being done with the above
mentioned email ID only. Any email from a suspicious or non-official domain must be treated as
fraudulent. The common characteristics of fraudulent emails are:

1. Unfamiliar or misspelled email domains (e.g. @gmail.com etc.)

2. Urgent or alarming language to pressure immediate action (like request for financial assistance
etc.)

3. Use of generic or incorrect greetings

4. Request for favour, sensitive information, passwords, or financial transactions.

Everyone is hereby advised:
a) Not to reply to such fraudulent emails or click on any links/attachments of such emails.
b) Not to share login credentials, financial details, or personal information over email.

c) If you have a slightest of doubt please cross-check with the official contact details of the sender. Here,
it is pertinent to reiterate that the Director, AlIMS uses only the official email ID for communication

(i.e. director@aiims.gov.in).

Professor Incharge

CC:

Director, AIIMS — For information

Dean/s (Academic, Research, Examination)

Addl. Director (Administration)

Medical Superintendent (AlIMS)

Chief(s) of all Centers / Head, NCI, Jhajjar

Head(s) of all Departments

Sr. Financial Advisor

Mr. Amit Bhati, Sr. Programmer, CF- To arrange uploading of this advisory on AlIMS
website and circulation to all faculty members/staff through content provider
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