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COMPUTER FACILITY,
AlIMS, New Delhi

Date: 30.12.2024

Subject: Awareness Regarding Fake Emails and Phishing Attacks

It has come to the attention of Computer Facility, AlIMS that some employees and faculty members of
AlIMS, New Delhi, have been targeted by fraudulent emails. These emails appear to be from legitimate
government organizations (such as Delhi Police, The Ministry of Home Affairs etc.) as well as AlIMS faculty
members/staff. Patients are also getting emails on behalf of AIIMS faculty members for
appointment/confirmation/money etc. It is to inform that such fraudulent emails are actually part of a
malicious phishing scheme. The impersonators behind these emails may attempt to steal sensitive
information, initiate financial fraud, or compromise your personal security.

In light of this, everyone is urged to exercise heightened vigilance and follow the below precautions:
1. Be Cautious with Emails from Unfamiliar Sources

e Verify the sender's email address carefully. Even if the sender appears to be from a recognized
government agency or AIIMS faculty member/staff, the email address may be slightly altered
(e.g., using characters that resemble official addresses).

¢ Check for spelling errors or formatting issues within the email body. Official communication is
usually well-written and free of such mistakes.

* Confirm directly from the concerned person before any financial transaction.

2. Do Not Click on Suspicious Links or Attachments

e Never click on links or open attachments from unknown or suspicious sources, especially if the
email demands urgent action or threatens consequences (e.g., fines, arrest, etc.).

e If in doubt, directly contact the supposed sender using verified contact details from official
sources.

3. Beware of Requests for Personal Information

* Never share confidential or personal information such as passwords, bank account details, or
social security numbers over email, even if the email seems to come from an official source.

e If an email claims to be from a government body or department, cross-check it with the official
contact number or email address listed on their verified website.

4. Report Suspicious Emails Immediately

» If you receive a suspicious email that you believe may be part of a phishing attempt, do not
respond or forward it to anyone.

» If you believe any sensitive information has been compromised, please take immediate steps to
change your passwords.



e You may lodge complaints of such suspicious emails on https://cybercrime.gov.in or contact on
cybercrime helpline no. 1930.

5. Enable Multi-Factor Authentication (MFA)

e It is strongly recommended that all faculty members and staff use their official email ID
(aiims.gov.in) for all official communication (internal and external). For their personal email
accounts, they may enable Multi-Factor Authentication to add an extra layer of protection against
unauthorized access.

6. Be Aware of Social Engineering Tactics

e Impersonators may attempt to gain your trust by mimicking familiar names or office holders.
Always be cautious of unsolicited requests for assistance or information, particularly when they
involve urgent or secretive matters.

8. Protect Your Personal and Professional Data

e Be mindful of the security of your devices and accounts, and avoid accessing sensitive work-

related content over public or unsecured networks.
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